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                                                      U20CS844/ CYBER SECURITY
                                                   IMOPARTANT QUESTION
UNIT I – TWO MARK QUESTIONS (20 Questions)
1. Define number theory.
2. What is a finite field?
3. Define modular arithmetic.
4. What is meant by congruence modulo n?
5. State the Euclidean Algorithm.
6. Define Greatest Common Divisor (GCD).
7. What is the Extended Euclidean Algorithm?
8. What is primality testing?
9. State Fermat’s Little Theorem.
10. What is a pseudoprime?
11. Define Euler’s Totient function ϕ(n).
12. State Euler’s Theorem.
13. What is the Chinese Remainder Theorem?
14. Write any one application of CRT.
15. Define discrete logarithm.
16. What is the discrete logarithm problem?
17. What is meant by multiplicative inverse modulo n?
18. What is a prime number?
19. What is a composite number?
20. Mention any two applications of number theory in cryptography.
UNIT I – 13 MARK QUESTIONS (10 Questions)
1. Explain modular arithmetic and its properties with suitable examples.
2. Describe the Euclidean Algorithm and Extended Euclidean Algorithm with examples.
3. Explain the concept of finite fields and their role in number theory and cryptography.
4. Explain primality testing using Fermat’s Little Theorem with examples.
5. State and explain Euler’s Theorem. Describe Euler’s Totient Function with examples.
6. Compare Fermat’s Little Theorem and Euler’s Theorem and explain their applications.
7. State and explain the Chinese Remainder Theorem with a suitable numerical example.
8. Explain discrete logarithms and the Discrete Logarithm Problem (DLP).
9. Explain the importance of number theory in cryptography, with examples.
10. Discuss different primality testing techniques based on Fermat’s and Euler’s theorems.
UNIT II – 2 MARK QUESTIONS (20 Questions)
1. Define symmetric key cryptography.
2. What is a stream cipher?
3. What is a block cipher?
4. Expand DES and mention its purpose.
5. Expand AES and mention its purpose.
6. Expand IDEA and define its purpose.
7. Mention two differences between stream cipher and block cipher.
8. Define asymmetric key cryptography.
9. What is public key encryption?
10. Define RSA algorithm.
11. What is the role of key generation in RSA?
12. Define ElGamal cryptosystem.
13. What is Elliptic Curve Cryptography (ECC)?
14. Mention one advantage of ECC over RSA.
15. What is key distribution?
16. What is key exchange protocol?
17. Mention two applications of symmetric key cryptography.
18. Define plaintext and ciphertext.
19. What is confusion in block cipher?
20. What is diffusion in block cipher?
UNIT II – 13 MARK QUESTIONS (10 Questions)
1. Explain symmetric key cryptography and its working. Describe stream cipher and block cipher with examples.
2. Explain the DES algorithm in detail. Draw and explain the block diagram.
3. Explain the AES algorithm and discuss its advantages over DES.
4. Explain the IDEA block cipher algorithm with an example.
5. Explain the principles of asymmetric key cryptography.
6. Explain the RSA algorithm with key generation, encryption, and decryption steps.
7. Explain the ElGamal cryptosystem with a numerical example.
8. Explain Elliptic Curve Cryptography (ECC) and discuss its advantages compared to RSA.
9. Explain key distribution and key exchange protocols with examples.
10. Compare symmetric and asymmetric cryptography in terms of security, speed, and applications.





UNIT III – 2 MARK QUESTIONS (20 Questions)
1. Define data integrity.
2. What is a hash function?
3. Mention two properties of a cryptographic hash function.
4. What is Secure Hash Algorithm (SHA)?
5. Define message authentication.
6. What is a Message Authentication Code (MAC)?
7. Mention one difference between a hash function and MAC.
8. What is a message digest?
9. Define digital signature.
10. What is the purpose of a digital signature?
11. What is an RSA-based digital signature?
12. What is ElGamal digital signature scheme?
13. Mention any two applications of digital signatures.
14. What is non-repudiation in security?
15. What is integrity in cryptography?
16. Define one-way hash function.
17. What is collision in hash functions?
18. Mention one use of MAC in communication.
19. Define signing and verification in digital signatures.
20. What is the difference between authentication and integrity?
UNIT III – 13 MARK QUESTIONS (10 Questions)
1. Explain cryptographic hash functions. Discuss their properties and applications.
2. Describe the Secure Hash Algorithm (SHA) in detail.
3. Explain message authentication and its importance in secure communication.
4. Explain Message Authentication Code (MAC) with example and working.
5. Explain the RSA-based digital signature algorithm with key generation, signing, and verification steps.
6. Explain the ElGamal digital signature scheme with a numerical example.
7. Compare hash functions, MAC, and digital signatures in terms of integrity, authentication, and non-repudiation.
8. Explain the concept of collision resistance, pre-image resistance, and second pre-image resistance in hash functions.
9. Discuss the role of integrity and authentication in cryptographic systems.
10. Explain digital signatures and MAC as tools for achieving secure communication in networks.
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UNIT IV – 2MARK QUESTIONS (10 Questions
1. What is a cybercrime?
2. Define cybercrime against individuals.
3. Define cybercrime against property.
4. Define cybercrime against government or society.
5. Give one example of cybercrime against organizations.
6. What is meant by attack planning in cybersecurity?
7. Name the first step in planning a cyberattack.
8. What is reconnaissance in cyberattack planning?
9. What is vulnerability scanning?
10. What is the objective of the exploitation phase?
11. What is social engineering?
12. Why is social engineering considered a major security threat?
13. What is phishing?
14. What is pretexting?
15. What is baiting in social engineering?
16. What is human-based social engineering?
17. Give one example of human-based social engineering.
18. What is computer-based social engineering?
19.  Give one example of computer-based social engineering.
20. What is cyber stalking?

UNIT IV – 13 MARK QUESTIONS (10 Questions)
1. Explain the classification of cybercrimes with suitable examples.
2. Describe the planning of cyber attacks and explain its various stages.
3. What is social engineering? Explain human-based and computer-based social engineering attacks with examples.
4. Explain the classification of cybercrimes with suitable examples.
5. Describe the planning of cyber attacks and explain its various stages.
6. What is social engineering? Explain human-based and computer-based social engineering attacks with examples.
7. Explain the classification of cybercrimes, planning of cyber attacks, and social engineering (human-based and computer-based) with suitable examples.
8. Explain the classification of cybercrimes with suitable examples.
9. Describe the planning of cyber attacks and explain its stages.
10. What is social engineering? Explain human-based and computer-based social engineering with examples.



UNIT V – 2 MARK QUESTIONS (20 Questions)
1. What is phishing? Explain with an example.
2. Define password cracking.
3. What is a keylogger?
4. What is spyware?
5. Differentiate between keyloggers and spyware.
6. What is a Denial of Service (DoS) attack?
7. What is a Distributed Denial of Service (DDoS) attack?
8. Distinguish between DoS and DDoS attacks.
9. What is SQL Injection?
10. Mention any two effects of SQL Injection attacks.
11. What is identity theft (ID theft)?
12. List any two types of identity theft.
13. Explain financial identity theft.
14. Explain medical identity theft.
15. Mention any two techniques used in identity theft.
16. What is meant by writing security policies?
17. What is an internet security policy?
18. What is an email security policy?
19. What is compliance in security policies?
20. What is enforcement of security policies?
UNIT V – 13 MARK QUESTIONS (10 Questions)
1. Explain phishing, password cracking, keyloggers and spywares.
2. Describe DoS and DDoS attacks with differences.
3. Explain SQL Injection attacks and their impacts.
4. What is identity theft? Explain the types of identity theft.
5. Explain the techniques used in identity theft.
6. What is meant by writing security policies? Explain its importance.
7. Explain internet security policies.
8. Explain email security policies.
9. Discuss compliance in security policies.
10. Explain enforcement of security policies.
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